The 2008 SANS Awards for Finding Coding Books with Secure programming Flaws
(July 2008)

First Place Winners

Introduction to Java Programming, 7th edition (Pearson Prentice Hall ) (Walden)

The Complete Reference: C 4th Ed. (Osbourne) (Particularly good for showing how to find bugs
using Safari service) (Wright)

Programming Embedded Systems in C and C++ (O’Reilly) (Wright)

Honorable Mention

Beginning Ruby: from Novice to Professional (Apress) (Zaugg)
Beginning ASP Databases (Wrox) (March)

C Primer Plus, Third Edition (SAMS) (Wright)

C in a Nutshell (O’Reilly) (Wright)




Introduction to Java Programming, 7th edition

Introduction to Java Programming, 7th Edition Comprehensive Version
Y. Daniel Liang

Copyright 2009

Pearson Prentice Hall

Armstrong Atlantic State University CSCI 1301, CSCI 2410
NKU CSC 260, CSC 360

NYU v22.0380

RIT 4002-219 Programming for IT

University of Florida CIS 3022

UNCP CSC 185

UTII CS 214

and many more...
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7. pp 1250-1252 (listing 37.2)

8.

String queryString = "select firstName, mi, " +
"lastName, title, grade from Student, Enrollment, Course " +
"where Student.ssn = '" + ssn + "' and Enrollment.courseId "
+ "= '" 4+ courselId +
"' and Enrollment.courseld = Course.courselId " +
" and Enrollment.ssn = Student.ssn"

Result rset = stmt.executeQuery(queryString);

9. It's a SQL injection bug. There is no input validation or use
of a prepared statement to prevent the user from injecting SQL
through the ssn or courseld variables.

10. James Walden

1617 Grey Stable Lane
Highland Heights, KY 41076

There are other bugs, including

1. Many integer overflows in chapter 2, such as on page 27

area = radius * radius * 3.14159;
2. Cross-site scripting errors in chapter 40, such as the one on page
40-22

13 out.println (addressId.getFirstName() + " " +
14 addressId.getLastName () +
15 " is now registered in the database");

Dr. James Walden

Dept. of Computer Science
Northern Kentucky University
http://www.nku.edu/~waldenijl
(859) 572-5571 | waldenj@nku.edu
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The Complete Reference: C 4th Ed. (Particularly good for showing how to find bugs using Safari
service)

“The complete Reference: C 4th Edition.”
Herbert Schildt

P154 gets()
Call into an array

P209 char **gets(char str*)
Reading strings from the keyboard

P212 printf(“Another? (y/n): “);

scanf(* %c%*c”, &ch);

The call to printf() is incorrectly formulated (it should take a
minimum of two arguments)

P331 printf(“Enter filename: ”);
gets(fname);
gets() is used to read a filename

Craig Wright

Manager, Risk Advisory Services
Craig.Wright@bdo.com.au

BDO Kendalls (NSW-VIC) Pty. Ltd.
Sydney NSW 2000



Programming Embedded Systems in C and C++
by Michael Barr

Publisher: O'Reilly

Pub Date: January 01, 1999

Print ISBN-10: 1-565-92354-5
Print ISBN-13: 978-1-56-592354-6

Section 9.4. Working with Serial Ports

Lets again use gets() rather than fget()

/***‘k*‘k**********‘k*‘k*‘k**********‘k*‘k**'k*'k'k'k'k'k'k'k'k'k***********************

*

b R S S S

Method: getchar ()
Description: Read one character from the serial port.
Notes:

Returns: The next character found on this input stream.
-1 is returned in the case of an error.

**********************************************************************/

int

SerialPort::getchar (void)

{

int c¢;

if (pRxQueue->isEmpty())
{

return (-1); // There is no input data available.

}

int rxStalled = pRxQueue->isFull () ;

//
// Read the next byte out of the receive FIFO.
//

c = pRxQueue->remove () ;

//
// If the receive engine is stalled, restart it.
//
if (rxStalled)
{
scc.rxStart (channel) ;

}

return (c);

/* getchar () */

/**********************************************************************

*



char *
SerialPort::
{

char *

int

//

//

for (p =

{

*p =

}

//

//

*p = "\0';

return
} /* gets ()
Craig Wright

Method:

Notes:

Returns:

L R S S S S S S . S S

*

Description:

Warnings:

gets ()

Collects a string of characters terminated by a new-
line character from the serial port and places it in s.
The newline character is replaced by a null character.

The caller is responsible for allocating adequate space
for the string.

This function does not block waiting for a newline.
If a complete string is not found, it will return
whatever is available in the receive queue.

A pointer to the string.
Otherwise, NULL is returned to indicate an error.

**********************************************************************/

gets (char * s)

// Read characters until a newline is found or no more data.

(c = getchar()) != '"\n' && c >= 0; p++)

// Terminate the string.

(s);

Manager, Risk Advisory Services
Craig.Wright@bdo.com.au
BDO Kendalls (NSW-VIC) Pty. Ltd.

Sydney NSW 2000



HM 1
Beginning Ruby: from Novice to Professional

1. Name of book
Beginning Ruby: From Novice to Professional

2. Author (s)
Peter Cooper

3. Date Published (or copyright date)
Copyright 2007

4. Publisher

Apress

2560 Ninth Street, Suite 219
Berkeley, CA 94710

5. If it is used as a college text, where it is used (school and course)
According to Google, it is used as a textbook for CS132A Ruby
Programming at City College of San Francisco. I'm sure the book is

used for similar courses elsewhere.

6. Whether the books has a chapter on security
No chapter on security

7. Page(s) where the error was found
315-316
414

8. The erroneous code

pp 315-316

x = system("date")
x = ‘date’

p 414

<% @entries.each do |entry]| %>
<hl><%entry.title %$></hl>
<p><%$= entry.content $></p>

9. Why it is a problem

pp 315-316

With the relative path, a malicious version of date could be

inserted and unintentionally executed. On the Windows installation of
Ruby recommended by the book, substitution of another command works
immediately. On UNIX/Linux, the PATH would have to be modified.

p 414

This code is vulnerable to cross-site scripting. The example is from a
diary application. An attacker could place javascript into the text of
the diary entry. Then, when that entry was displayed the javascript
would be executed. This vulnerability is documented here:
http://manuals.rubyonrails.org/read/chapter/44. Unfortunately, the
Beginning Ruby book does not address cross-site scripting or the the
Rails html helper method h() that would help avoid the vulnerability.
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10. The person who found it

Brian Zaugg
220 S. Melpomene Way
Corona de Tucson, AZ 85641

Brian Zaugg brian.zaugg@gmail.com
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1. Beginning ASP Databases

2. Author (s)
John Kauffman, Kevin Spencer, Thearon Willis

3. Date Published (or copyright date)
1999 (reprinted April 2000)

4. Publisher
Wrox Press, Ltd.

5. This is one of the "Programmer to Programmer" series which may or may not
have been a class room text but certainly was/is used by budding ASP
developers (including myself).

6. Whether the books has a chapter on security
No security at all.

7. Page(s) where the error was found

The book is 740 pages not including appendices. Rather than try and list out
all the errors (basically every code example involving form input), I picked
one at random on page 351. There are literally hundreds more.

8. The erroneous code
First 4 lines of full example:

If Request.Form("Action") = "Add" Then
strInsert = "Insert into Clubs (ClubCode,ClubName"
strvValues = "Values ('" & Cstr (Request.Form("txtClubCode")) &
"r,'" & Cstr(Request.Form("textClubName")) & "'"

9. Why it is a problem

SQL injection and Cross Site Scripting. Not even the elementary doubling up
of apostrophes to avoid ADO errors. Unsanitized form input is used in ad hoc
queries as well as written to the browser.

10. The person who found it

Scott March
InterWeb Technologies

interweb@interweb-tech.com



C Primer Plus®, Third Edition

by Stephen Prata

Publisher: Sams

Pub Date: September 28, 1998
Print ISBN-10: 1-57169-161-8
Print ISBN-13: 978-1-57169-161-3

This book has problems all through:
sprintf( ), fscanf( ), scanf( ), sscanf( ), vsprintf( ), realpath( ), getopt( ), getpass( ), streadd( ), strecpy( ),
and strtrns( ) are all taught without telling of the dangers.

Listing 11.14 The str_cat.c program.

[* str_cat.c -- joins two strings */

#include <stdio.h>

#include <string.h> /* declares the strcat() function */
#define SIZE 80

int main(void)

char flower[SIZE];

char addon[] ="s smell like old shoes.";
puts("What is your favorite flower?");
gets(flower):

strcat(flower, addon);

puts(flower);

puts(addon);

return 0;

}

This book mentions the issues with gets - but still teaches it. Then we add strcat() rather than strncat()
Edition 4 and 5 have the same issues.

Listing 11.16 The nogo.c program.
/* nogo.c -- will this work? */
#include <stdio.h>

#define ANSWER "Grant"

int main(void)

char try[40];
puts("Who is buried in Grant's tomb?");

gets(try):
while (try '= ANSWER)

puts("No, that's wrong. Try again.");
gets(try);

puts("That's right!");
return O;

}

Craig Wright

Manager, Risk Advisory Services
Craig.Wright@bdo.com.au

BDO Kendalls (NSW-VIC) Pty. Ltd.
Sydney NSW 2000






C In a Nutshell
by Peter Prinz; Tony Crawford

Publisher: O'Reilly

Pub Date: December 01, 2005
Print ISBN-10: 0-596-00697-7
Print ISBN-13: 978-0-59-600697-6

Section 9.4. Working with Serial Ports

The Gets () function is used. There is a lame warning about buffers, but too
little too late and all that.

Section 7.4. Pointers as Arguments and Return Values

Scanf () but nothing about how to secure it. Strcpy () also there in the
section with nothing about issues...

Craig Wright

Manager, Risk Advisory Services
Craig.Wright@bdo.com.au

BDO Kendalls (NSW-VIC) Pty. Ltd.
Sydney NSW 2000



