
SANS Institute was established in 1989 as a cooperative research and education 
organization.  Today, SANS is the most trusted and largest source for information 
security training and certi� cation in the world.  SANS teaches more than 14,000 
application and network security practitioners each year and has more than 70,000 
alumni and 165,000 practitioners in the SANS community.

The SANS Software Security Institute (SSI) brings that same level of quality, 
timeliness and trust to developers, programmers and application software security 
professionals.

SSI focuses the deep resources of SANS on the growing threats to the application layer.  
SSI provides training, certi� cation and a library of research and community initiatives to 
help developers, architects, programmers, and application security managers protect 
their software/Web applications.  

SSI programs listed below are designed to teach and enable implementation of the 
most e� ective secure coding and software development lifecycle (SDL) practices.  

�  Training for Web application security and hacking, secure coding, software security 
testing, code review and PCI compliance.  

�  Language-speci� c secure coding training for Java/JEE, .NET, C, C#, PHP and others

�  Programmer/Developer Certi� cation (GSSP) through our GIAC a�  liate

�  Free research and news resources to keep up to date with the most recent attack 
vectors and application vulnerabilities

www.sans-ssi.org              www.sans.org
�As a participant 

in the development stages of the 

GIAC Secure Software Professional certi� cation, 

we are con� dent this certi� cation will not only strengthen 

Siemens� customer offerings but also strengthen the 

software development industry as a whole.� 

-JOHN FICHTNER, HEAD OF SIEMENS COMPUTER EMERGENCY RESPONSE TEAM

Secure Programming Skills
Enterprise Partners Program



Why Enterprises 
Are Helping...

More than 60 large enterprises have 

joined the SSI Enterprise Partners program.  

Partners can help drive content to ensure 

that it matches their needs.  They also 

have access to exclusive programs and 

materials to help with deployment of their 

application security programs.  E-mail: 

enterprisepartners@sans.org.

Membership in the Enterprise Partners 

consortium is open to organizations 

with at least 500 programmers (in-house 

and outsourced).  Early members of the 

consortium include: 

•  Tata, the largest Indian outsourcing company 
whose leadership in � elding tens of thousands of 
security-savvy programmers provides a marketing 
advantage.

•  Siemens, the German industrial giant, whose 
leadership in application security can give 
customers trust in the security of embedded 
software.

•  Symantec, whose leadership in application 
security skills validation complements and 
reinforces its industry-leading reputation in 
network and systems security.

•  Depository Trust and Clearing 
Corporation (DTCC), whose leadership in 
secure programming education for developers 
increases con� dence in the more than $1.5 
quadrillion securities transactions they process 
each year.

•  Kaiser Permanente, whose application security 
team is a model for healthcare organizations 
tasked with protecting patient con� dentiality.
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�Industry standard 

certi� cation for 

security in application 

development is essential 

for organizations of all 

sizes and a very positive 

development opportunity 

for IT professionals. DTCC 

is committed to improving 

security practices for 

software development 

and enthusiastically 

supports this signi� cant 

SANS program.�

-JIM ROUTH, 

DEPOSITORY TRUST

Principal Bene� ts 
of Being an 
Enterprise Partner

Access to the GSSP Exam 
Enterprise Partners will get access to the 

constantly updated enterprise version 

of the exam (for a fee), which is web 

based and can be used anytime to test 

the secure coding skills and knowledge 

of their employees, consultants, and job 

candidates without requiring certi� ca-

tion. As part of this access, they will get 

some of the �� rst-to-know� information 

on exam updates and other information.  

Customizing the Exams
Most large enterprises have at least 

some programming conventions, 

policies and speci� c libraries that 

management wants to be sure the 

programmers use.  The online tests can 

be customized to re� ect both the GSSP 

common body of knowledge and the 

speci� c topics that Enterprise Partners 

wish to include.

Management Brie� ngs
Most of the Enterprise Partners share 

an interest in keeping business, IT, and 

application development managers 

aware of new application security attack 

patterns, damage that has been done 

through application vulnerabilities, 

innovations that are on the horizon 

and more. SSI is developing a quarterly 

Management Brie� ng Program that 

provides Enterprise Partners access 

to the thought leaders and the best 

speakers in Application Security.  

Six Basic 
Requirements for Participation

1.  Publicly acknowledge involvement in the program.  This typically 

involves the occasional quote and being listed in the SANS 

documentation.  

2.  Assign a point of contact, who has an understanding of current 

efforts and the authority (or proxy) to act on issues such as press 

releases or working on items #3-6 below.  

3.  Verify that the exam blueprints correspond to what you believe 

should be on the test.

4.  Supply questions for any or all of the tests in which your people 

have skills.

5.  Help evaluate some questions using the process we have 

developed for this step.

6.  Try the Enterprise version out on ten programmers and provide 

detailed feedback.

Some Optional Steps

7.  Where possible, work with and encourage universities to include 

security in their developer courses and computer science curri-

cula.  

8.  Sign up for the use of the Enterprise version of the exam.  It is our 

hope that the Enterprise Partners will be among the � rst to use 

the exam.  

9.  Send three or more people to the GSSP (GIAC Secure Software 

Programmer) Certi� cation exams.  While this is optional, we would 

greatly appreciate it if the partners demonstrated a commitment.  

If they believe in it, they will want their people to demonstrate 

their skills � and not just get the bene� t of looking good publicly 

by saying �we helped with the exam�. 

Enterprise Partners will get access to the 

on exam updates and other information.  

aware of new application security attack 

�Participating in this 

initiative will ensure 

that our stakeholders 

always experience high 

quality deliverables in a 

secure environment as 

we continue to pioneer 

the quality standards 

for the future.�

-MR N. CHANDRASEKARAN, 

EXECUTIVE VICE PRESIDENT 

TATA CONSULTANCY SERVICES


